Attachment I. H. ELC Record Retention Policies 
This is a document combining the following ELC policies; OP201, HR204, F106, F702, and F705.  

OP201 Confidentiality Policy and Procedures

Effective Date: 02/19/08

Revision Date:  08/05/09, 02/01/12, 06/06/12, 02/12/13, 11/05/14, 03/16/16
Confidentiality Policy and Procedures

(Including Contractor/Vendor Agreement, All-Media Release Form - for Individuals, All-Media Release Form - for Groups, and Employee Agreement)

POLICY STATEMENT

Confidential information concerning any individual, client, or community member will be privileged communication and will be respected with regard to confidentiality. The Coalition complies with all applicable laws regarding confidentiality and privacy protections including, but not limited to, laws and regulations governing information. The Coalition also requires that all service providers, contractors, vendors or others working for or with the Coalition in any capacity will comply with this policy.

PROCEDURES

Those employed by the Coalition or employees/contractors of service providers, contractors, and/or vendors hired by the Coalition must follow the guidelines as stated below:

As an organization that accepts public funding, in some cases, the Coalition is under the Public Right to Access of Information requirements in Florida Statute (Section 402.27{2}) for much of the funding used to assist consumers.  The Coalition, its service providers, contractors, and/or vendors will follow all applicable legislative requirements referenced in this statute accordingly.

Records Access and Confidentiality

1. All Coalition records classified as public records must be open and available for inspection by any person unless otherwise specified by law. It is the responsibility of the Coalition to maintain records in a location that is accessible to the public.

2. Childcare providers are required to (1) protect the confidentiality of child and family information, (2) have all staff complete confidentiality agreements, (3) have processes in place to protect the privacy of child and family information, and (4) maintain confidentiality agreements to provide to the Coalition upon request.
3. In accordance with section 1002.97, F.S, the individual records of children enrolled in SR programs provided under s. 1002 Part VI, F.S., held by the Coalition or OEL, are confidential and exempt from the provisions of section 119.07(1), F.S., and section 24(a), Article I of the State Constitution.

4. In accordance with section 1002.72, F.S., the personally identifiable records of children enrolled in the VPK program provided under section 1002.53, Florida Statutes, and any personal information contained in those records, are confidential and exempt from section 119.07(1), F.S., and section 24(a), Article I of the State Constitution.

5. The Coalition shall allow the parent the right to inspect and review the individual SR and VPK program record of his/her child and provide the parent a copy of the record upon request.

6. The Coalition shall allow access to SR and VPK program records as specified in s. 1002.72 and s. 1002.97, F.S., respectively.  Individuals and organizations eligible to receive records include childcare providers, the parent, the Coalition, the Office of Early Learning, and other entities identified in s. 1002.97, F.S.
Private Protections 

1. Confidential information concerning any individual, client, or community member will only be discussed in an official capacity between personnel who have a need to know.

2. All applicable laws and regulations governing information about mental health, consumers, victims of domestic violence, drug and alcohol treatments, and HIV/AIDS shall be strictly enforced at all times.

3. Where electronic records are maintained, only the confidential information that is necessary to effectively plan, manage, and evaluate early learning services, as provided by that organization, will be maintained.  Under no circumstances shall confidential information be shared by an authorized individual with another authorized individual through unsecured electronic submission of data.

4. Personnel who routinely handle and process confidential consumer information should have locked access to work areas. 

5. Files should not be left in plain view of those who have no need to know.

6. Outdated information should be shredded or properly disposed of.

When confidential information is used for educational or other purposes, every effort shall be made to disguise the true identity of those discussed.  Such information will only be shared in an education setting in an environment not open to spectators.  In the case of photographs, videos, or films, that consumer or appropriate representative granting their permission to use their likeness in appropriate manners must sign a release.

The Coalition will not conduct, participate in, or permit research involving persons served, other than to provide aggregate data that does not identify individual consumers.

Release of Information 
To document the transaction of Coalition work requires recording sensitive and privileged information that relates to those transactions.  The following shall be followed:

1. The Coalition, its service providers, contractors, and/or vendors are required to keep and maintain confidentiality of parental and child information that includes names, addresses, and all other information that may tend to identify a parent, child, or other family member or guardian or other individual requesting information or services.  The nature of information sought by a particular person and that person’s response to information requested by the Coalition, its service providers, contractors, and/or vendors is also included. 

2. All requests for information must be submitted in writing and with reasonable specificity as to what records are desired.  The Coalition C.E.O. shall be considered the legal “custodian” of the records maintained at the Coalition level. The Chief Executive Officer or appropriate counterpart shall be considered the legal “custodian” of the records maintained by service providers, contractors, and/or vendors hired by the Coalition.

3. Records are declared as confidential and access is limited to authorized persons, with exception to records that may be considered public information such as the employee’s full name, date(s) of hire, present and past classification as employee, and present and past rate of pay.  

4. Information and records that are obtained in the course of official duties may not be released to or shared with unauthorized persons.  

5. Persons requesting access to files must prove a need to know.  

6. Information may only be obtained as a result of written permission by the affected person to authorize release of such information.  

7. No information will be released without the prior written consent of the affected person.  In such cases, a hard copy of data will be provided.  

8. Coalition or service provider/contractor/vendor staff may not provide data copied from the database that includes confidential parent information not subject to disclosure.  

9. A copy of the signed consent form should be provided to the person providing consent and another placed in the case record as appropriate. 

10. The release or access to specific consumer files requires signed consent from the consumer prior to release of information and every effort should be made to release to the requestor information only that accommodates the official need of the requestor.  

11. The consumer should specify the type of confidential information to be released per request (Attachment).  

12. Confidential information will be shared with persons with valid requests when it is deemed that immediate danger to the entity or other entities are involved.  Immediate danger would be those situations such as awareness that staff may be being stalked or that a child may be in potential danger of being abducted by a non-custodial parent.  

13. All records of application and enrollment of children, including family income, and educational and medical background, should be kept in the child or family’s individual folder in locked files whether in the office or center.  

14. Keys will be available to other designated staff if appropriate.  

15. Only information necessary for the provision of services will be released to Coalition and/or service provider/contractor/vendor staff or other entities. 

16. In the case of the latter, the Coalition’s C.E.O. or service provider/contractor’s Chief Executive Officer or counterpart will determine if the request is valid meaning whether it is justifiable, legitimate, legally permissible, and in the best interest of the person served. 

17. Blanket consent forms signed by persons served when service is initiated do not meet the requirements of this standard.  A system for maintenance and destruction of sensitive documents will be developed and maintained in all such cases.

18. When permitted by law, confidential information may be released without the informed, written consent of the person or legal guardian. The release of aggregate data that does not identify individual consumers may not require a signed release.  An example would be court orders or subpoenas that request the release of confidential information.  

The Coalition prohibits the release of information for involuntary participation of consumers served in public performances services without the informed consent of that person of his/her parent or guardian.  When consumers participate in PUBLIC events, consent MAY not be required.   Persons served in public performances will not be coerced into use of public statements that express gratitude to Coalition or funders.  Photographs, videotapes, audio taped interviews, artwork, or creative writing for public relations or fundraising purposes will not be released without the informed consent of that person, or his/her parent or legal guardian.

Early Learning Coalition of North Florida, Inc.

CONTRACTOR/VENDOR CONFIDENTIALITY AGREEMENT

CONTRACTOR/VENDOR 

NAME (PRINT): _________________________________________________________

ADDRESS: _____________________________________________________________

CITY: _____________________________  STATE: _______________ ZIP: __________

As a contractor/vendor of the Early Learning Coalition of North Florida, Inc.,

I, _____________________________________, contractor/vendor representative, have been provided a copy of the Coalition’s Confidentiality Policy and Procedures (policy #OP201) and attest that the following confidentiality guidelines will be followed during the course of work performed for, or in the capacity of, the Coalition:

1. Confidential information* concerning any individual, client, or community member will only be discussed in an official capacity between personnel who have a need to know.

2. All confidential information is the exclusive property of the Coalition and all records (paper, electronic, etc.) must be returned to the Coalition immediately upon termination of this agreement.

3. All applicable laws and regulations governing information about mental health, consumers, victims of domestic violence, drug and alcohol treatments, and HIV/AIDS shall be strictly enforced at all times.

4. Where electronic records are maintained, only the confidential information that is necessary to effectively plan, manage, and evaluate early learning services, as provided by that organization, will be maintained.  Under no circumstances shall confidential information be shared by an authorized individual with another authorized individual through unsecured electronic submission of data.

5. Personnel who routinely handle and process confidential consumer information should have locked access to work areas. 

6. Files should not be left in plain view of those who have no need to know.

7. Outdated information should be shredded or properly disposed of.

Representative’s Signature: ____________________________________________

Date: ____________________________

*Confidential Information is defined as all data and information relating to the business and management of the Coalition, including proprietary and trade secret technology and accounting records to which access is obtained by the Contractor/Vendor, including work product, production processes, other proprietary data, business operations, computer software, computer technology, marketing and development operations, and clients.
Early Learning Coalition of North Florida, Inc.

ALL-MEDIA RELEASE FORM –  FOR INDIVIDUALS

Date: ______________  

Location:____________________Event:___________________________________________

Release For Children

I,___________________________________, give permission for images of my child(ren) ____________________________ that appear in photographs, videos and/or audio recordings to be used by Early Learning Coalition of North Florida, Inc. (Coalition), its assigned agents or successors. This may include print, broadcast, electronic or other media deemed appropriate by Coalition. Furthermore, I hereby consent that such photographs, films and recordings made shall be the Coalition’s property, and the Coalition shall have the right to sell, duplicate, reproduce and make use of such photographs, film recording, tapes as they may desire, free and clear of any claim whatsoever on my part.  

NAME (PRINT): _________________________________________

SIGNATURE: ___________________________________________

ADDRESS: __________________________________ 

CITY: ______________ STATE: ______ ZIP: __________

Release For Adults
I, ___________________________________, being of legal age, hereby consent that the photographs and videos in which I appear, and/or audio recordings made of my voice to be used by the Early Learning Coalition of North Florida, Inc. (Coalition) its assigned agents or successors. This may include print, broadcast, electronic or other media deemed appropriate by the Coalition. Furthermore, I hereby consent that such photographs, films and recordings made shall be the property of the Coalition, and that shall have the right to sell, duplicate, reproduce and make use of such photographs, film recordings, tapes as they may desire, free and clear of any claim whatsoever on my part.

NAME (PRINT): _________________________________________________________

SIGNATURE: ___________________________________________________________

ADDRESS: _____________________________________________________________

CITY: _____________________________  STATE: _______________ ZIP: __________

Early Learning Coalition of North Florida, Inc.

ALL-MEDIA RELEASE FORM –  FOR GROUPS

Date: ______________  Location:____________________


Event:___________________________________________

By completing and signing the information below, I give permission for images of my child(ren) and/or myself and other adult(s) with me that appear in photographs, videos and/or audio recordings to be used by Early Learning Coalition of North Florida, Inc. (Coalition), its assigned agents or successors. This may include print, broadcast, electronic or other media deemed appropriate by Coalition. Furthermore, I hereby consent that such photographs, films and recordings made shall be the Coalition’s property, and the Coalition shall have the right to sell, duplicate, reproduce and make use of such photographs, film recording, tapes as they may desire, free and clear of any claim whatsoever on my part.
	Parent/Guardian Name (Print)
	Child(ren)’s Name(s) (Please complete one per row)
	Street Address / P.O. Box
	City
	State
	Zip
	Parent / Guardian’s Signature

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Early Learning Coalition of North Florida, Inc.

EMPLOYEE CONFIDENTIALITY AGREEMENT

By signing this agreement, I,  __________________________________________ attest that I






(print full name)

have read, understood, and agree to abide by the Early Learning Coalition confidentiality policy and procedures.

I understand that if I am found to have violated any part of this policy and procedures, that it would be grounds for disciplinary action up to and including termination.

I also understand that I will receive a copy of this entire policy, including a copy of this form with my signature.

________________________________________________

Signature

________________

Date

HR204 Employment Reference/Criminal History Checks
Effective Date: 02/19/08

Revision Date: 04/07/10, 02/02/11, 08/03/11, 06/06/12, 08/24/12, 02/12/13, 04/03/13, 11/05/14, 03/16/16, 09/21/16, 02/01/17, 02/07/18, 11/07/18, 06/12/19
The Coalition will conduct reference and criminal history checks on all prospective and current employees, as well as volunteers, as outlined within this policy.  The Coalition will ensure appropriate screenings are processed for contractors as well.

QUALIFIED ENTITY

A “qualified entity”, as defined in s. 943.0542, F.S., means a business or organization, whether public, private, operated for profit, operated not-for-profit or voluntary, that provides care or care placement services, including a business or organization that licenses or certifies others to provide care or care placement services.  

The Coalition is a qualified entity and therefore is registered with the Florida Department of Law Enforcement (FDLE).

The Coalition requires any sub-recipient, contractor, or subcontractor it retains that also meets the definition of qualified entity to likewise register and have all of the employees it assigns to work under agreement screened in a manner consistent with s. 943.0542, F.S.

For monitoring and audit purposes, the Coalition maintains on file verification for all  Coalition personnel and any sub-recipient or contractor’s personnel per the guidelines of the OEL Grant Agreement current during the time of background screening processing.
REFERENCES/CREDENTIALS

The Coalition will verify (for all employees and volunteers) where applicable; clear background screenings, educational and professional credentials, and employment history/references prior to the first day of employment/assignment.   

The Coalition will verify the highest level of education claimed (if the position requires), applicable professional licenses claimed (if position requires), and employment history (if position requires) for Coalition staff AND for Qualified Entities that are subrecipients/subcontractors and their staff.

Documentation of these verifications will be maintained by the Coalition.   
CRIMINAL BACKGROUND SCREENING PROCEDURE

1.
As applicable, the potential or current employee (or volunteer) must have a criminal background check processed prior to the first day of employment (or volunteer work), and screened in a manner consistent with Section 943.0542, F.S.  The Coalition shall arrange for and pay all costs for the background screenings.  If appropriate, the applicant and employee must meet criteria for background screening as required for child care personnel in child care licensing regulations.  
2.
 The personnel staff will complete and submit the appropriate paperwork for the criminal background check and other necessary paperwork as required by the Department of Children and Families upon employment and (at a minimum of) every five (5) years thereafter.  The following paperwork may be included:

a.
Affidavit of Good Moral Character – All candidates must complete this form and have it notarized before employment.  This form is available from the Department of Children and Families (DCF) District Screening Office.  Human Resources will stress to the candidate the importance of this requirement and ensure that the candidate clearly understands it.  

b.
Local Criminal Records – The personnel staff will complete the Request for a Local Law Enforcement Check and send it to the sheriff office in Baker, Bradford, Clay, Nassau, Putnam, and/or St. Johns counties.  

c.
Employment History/Reference Checks – Conducted by the personnel staff, these checks should cover a two-year period preceding employment in the screened position and should exclude periods of unemployment.  The potential applicant and current employee may be subject to additional background reviews depending upon their job specifics.

d.
State and Federal Criminal Records – The Coalition’s personnel staff will instruct the candidate (or employee)  to complete a “Live Scan” of their fingerprints with a vendor approved by the Coalition, to be sent to the FDLE (Florida Department of Law Enforcement) and the FBI (Federal Bureau of Investigation) for clearances.  Effective July 1, 2012 all new employees will be screened, unless they have a current DCF clearance under five (5) years old and have had no break in service (or break in service under 90 days). Also effective July 1, 2012 all current employees will be re-screened on or before the five-year anniversary date of the last screening and thereafter if the individual continues performing under the OEL agreement (for the Coalition). 

e. 
States other than Florida, if Resided in the Preceding Five Years – If new or rescreening staff have lived out of the state of Florida at any time during the preceding five years, the DCF instructions will be followed, per DCF e-mail 10/10/16, “Updates to Background Screening Process”.  This document is available on the Coalition’s share drive folders, “Policies and Procedures”, then “Referenced Documents-Regulations”. 

NOTE: The full background screening may not be necessary for candidates transferring from another employer where he/she was screened, or for candidates who have had their fingerprints taken and processed by a Florida public school board provided that in either case there has not been more than a 90-day break in service. 

3.   
Volunteers and Board Members 
Any volunteer who will have contact with children 10 hours per month or MORE is required to have a Level II screening.   Volunteers may only be approved for assignments once the background checks have been received and are clear.  Volunteers still in service after five (5) years will be re-screened.

All potential and current volunteers (including board members) who will have contact with children on an intermittent basis (LESS than 10 hours per month)  are NOT required to be background screened as long as a person who meets the Level II background screening requirements (as set forth in s. 435.04, F.S)  has the volunteer in his or her line of sight during any interaction with children (per 2012/2013 Grants Agreement section (45)(a) and e-mail correspondence from Kathy Summers, OEL Business Analyst dated 02/27/13 with OEL Memorandum dated November 19, 2012 “Background Screening Follow-Up Guidance”).   

Reading Pals

Although not required, the Coalition may process Level I screenings for volunteers of its “Reading Pals” program.  The Coalition also ensures that the volunteers do not meet or exceed 10 hours per month contact with children.  Reading Pal volunteers complete the Coalition’s Volunteer Application and Affidavit of Good Moral Character.  Upon completion, the Coalition personnel staff submits a request to the local county Sheriff’s Office (of the volunteer’s place of residence) for a local criminal background check.  Also, the Coalition personnel staff performs a database search on the Dru Sjodin National Sex Offender Public Website (www.nsopw.gov/Core/Portal.aspx), and the FDLE sexual offender/predator search website.  

4.  
The personnel staff will track receipt of the local and FDLE criminal history checks results.   When the results are received, the personnel staff will input the records into the applicant’s/employee’s personnel file and will track and monitor the 5-year re-screening dates.  

5.   
If the local law check or FDLE transaction listing on the applicant/employee are returned with any charges, the C.E.O. will review the charge(s).   Additional information, such as disposition, should be requested from the applicant/employee and reviewed regarding the charge(s).  The applicant/employee should be advised both by telephone and in writing of the needed documentation, and should be given a deadline to submit the paperwork.  If it is a current employee, and the employee needs any time off to obtain documentation, the C.E.O. will notify the supervisor of the needed time.  (The nature of the need for time off, including charges should be kept confidential and not shared with the Supervisor.)

6.  
Where applicable, the C.E.O. or designee will determine if the applicant/employee is disqualified from employment based on Section 435.03 and 435.04, Florida Statutes.  Assistance should be requested from DCF to make this determination.  If the applicant/employee has committed an offense listed on the Good Moral Character Affidavit/Attestation, they may be considered disqualified for hire and may be terminated or placed in a position for which background screening is not required.  Exemptions from such disqualification may be taken into consideration on a case-by-case basis.

7.   
If the applicant/employee is disqualified due to his/her criminal background check results, the C.E.O. or designee will follow appropriate procedures for notifying the applicant/employee in compliance with Department of Children & Families.  A copy of the notification letter must also be sent to DCF along with the transaction listing and any associated court documents received.  

If the applicant/employee is disqualified due to federal (FBI) results, DCF will notify the Coalition.  The Coalition must then immediately remove the employee from his/her assignment.

8.   
The personnel staff will maintain the Affidavit/Attestation of Good Moral Character, results of local, FDLE and federal (FBI) criminal history information and other related correspondence, and the employment history checks in the applicant’s/employee's personnel file.  This file will be kept in a secured area to ensure confidentiality.  

9.  
Each Coalition employee, subcontractor employee, or volunteer for either organization, is required to notify the Coalition immediately or the next business day of being arrested for any criminal offense.  The Coalition will review the alleged offense within 48 hours of notification.  If the 48-hour period falls on a Saturday, Sunday, or Federal holiday, the determination shall occur the next business day.  The Coalition will determine if the offense is one that would exclude the employee (or volunteer) under either the level I or level II background screenings (whichever is applicable), and if so remove the employee (or volunteer) from their assignment/position or remove them from working on a contract, if applicable.  The employee (or volunteer), or contract staff, may not return to their work until cleared of all charges that would exclude the employee under a level 2 background screening.

SUBRECIPIENT/SUBCONTRACTOR/CONTRACTOR COMPLIANCE 

1. Any subrecipient, contractor or subcontractor who does not meet the definition of “Qualified Entity” but who will perform duties under contract with the Coalition and who is permitted access to a child care location while children are present, or who will have access to confidential information about the children in care or their family shall comply with all of the above.  

At the time of Contract approval, or change in staff during the course of a contract, the Coalition will supply the Contractor with the “Contract Employee Request and Approval Form” to ensure all applicable screenings are processed.  The Contractor will have to submit the completed form with the cleared level II background screening documents, job descriptions, resume/work history, educational credentials and licenses required.

Once the Coalition has reviewed all documents, the Office Manager will approve, sign, date, and send back to the Contractor allowing the staff person to work on the Coalition’s contract.  If they are not approved, the Coalition’s Office Manager will sign THAT portion of the form and follow-up with the Contractor regarding that decision.

2. Any contractor or subcontractor who does not meet the definition of “Qualified Entity” and who will perform duties under this contract but will have absolutely no interaction with nor be present around a child in care nor will they have access to any confidential information about either a child in care or his family is not required to submit its employees to a background screening.

F106  POLICY ON SUSPECTED MISCONDUCT





Effective Date:  08/28/07

Revision Date: 03/19/08, 08/05/09, 03/16/16, 12/07/16
Introduction

This policy communicates the actions to be taken for suspected misconduct committed, encountered, or observed by employees and volunteers.

Like all organizations, the Coalition faces many risks associated with fraud, abuse, and other forms of misconduct. The impact of these acts collectively referred to as misconduct throughout this policy, may include, but not be limited to:

· Financial losses and liabilities

· Loss of current and future revenue and customers

· Negative publicity and damage to the Coalition’s good public image

· Loss of employees and difficulty in attracting new personnel

· Deterioration of employee morale

· Harm to relationships with clients, vendors, bankers, and subcontractors

· Litigation and related costs of investigations, etc.

Our Coalition is committed to establishing and maintaining a work environment of the highest ethical standards. Achievement of this goal requires the cooperation and assistance of every employee and volunteer at all levels of the Coalition.

Definitions

For purposes of this policy, misconduct includes, but is not limited to:

1.
Actions that violate the Coalition’s Code of Conduct (and any underlying policies) or any of the accounting and financial policies included in this manual

2.
Fraud (see below)

3.
Forgery or alteration of checks, bank drafts, documents or other records (including electronic records)

4.
Destruction, alteration, mutilation, or concealment of any document or record with the intent to obstruct or influence an investigation, or potential investigation, carried out by a department or agency of the Federal government or by the Coalition in connection with this policy

5.
Disclosure to any external party of proprietary information or confidential personal information obtained in connection with employment with or service to the Coalition

6.
Unauthorized personal or other inappropriate (non-business) use of equipment, assets, services, personnel or other resources

7.
Acts that violate Federal, state, or local laws or regulations

8.
Accepting or seeking anything of material value from contractors, vendors, or persons providing goods or services to the Coalition. 

9. 
Impropriety of the handling or reporting of money in financial transactions.

10.
Failure to report known instances of misconduct in accordance with the reporting responsibilities described herein (including tolerance by supervisory employees of misconduct of subordinates).

Fraud is further defined to include, but not be limited to:

· Theft, embezzlement, or other misappropriation of assets (including assets of or intended for the Coalition, as well as those of our clients, subcontractors, vendors, contractors, suppliers, and others with whom the Coalition has a business relationship)

· Intentional misstatements in the Coalition’s records, including intentional misstatements of accounting records or financial statements

· Authorizing or receiving payment for goods not received or services not performed

· Authorizing or receiving payments for hours not worked

· Forgery or alteration of documents, including but not limited to checks, timesheets, contracts, receiving reports
The Coalition has this zero tolerance policy regarding fraud and prohibits each of the preceding acts of misconduct on the part of employees, officers, executives, volunteers and others responsible for carrying out the Coalition’s activities.  (Also see the Coalition’s most current Anti-Fraud Plan.)

Reporting Responsibilities
Every employee, officer, and volunteer is responsible for immediately reporting suspected misconduct or fraud to the C.E.O., or the Chair of the Board of Directors.  When the C.E.O. has received a report of suspected misconduct, they must immediately report such acts to the Board Chair.

Mandatory Reporting of Fraud and Criminal Activity

All Coalition and sub-recipient/subcontractor staff is responsible for identifying violations that may potentially affect a federal award.  As stated above (Reporting Responsibilities), all staff are ALSO responsible for immediately notifying the C.E.O. or the Chair of the Board of Directors of the identified violation(s).  

In accordance with 2 CFR §200.113, Mandatory disclosures, the Coalition and its approved subcontractors must disclose in a timely manner* to the Office of Early Learning all violations involving fraud, bribery or gratuity violations potentially affecting the OEL Grant Agreement  and/or the related federal/grant program(s). (*A “timely manner” is defined by the nature of the violation.  See “Reporting to Outside Parties” below.) 

Under 2 CFR 200.113, the Coalition must notify a Federal awarding agency of pass-through entity of a “violation” of Federal criminal law, and not just when an arrest, indictment, or conviction has occurred. 

Per 52.203-13 FAR (Federal Acquisition Regulation) it is mandatory that the Coalition disclose (in writing) to the Office(s) of Inspector General (OIG) whenever there is “credible evidence” of; (a) A violation of Federal criminal law involving fraud, conflict of interest, bribery, or gratuity violations found in Title 18 of the United States Code; or (b) Civil False Claims Act violations.   Credible evidence indicates a “higher standard” than a “reasonable grounds to believe” standard.  Failure to disclose these violations, as well as failure to disclose “significant overpayments” by the Government, will constitute grounds for suspension and/or debarment.  The Coalition will timely disclose, in writing, to the agencies (OIG), with a copy to the Contracting Officer, whenever, in connection with the award, performance, or closeout of this contract or any subcontract thereunder.

Non-Federal entities that have received a Federal award are required to report certain civil, criminal, or administrative proceedings to SAM (System for Award Management). Failure to make required disclosures can result in any of the remedies described in 2 CFR §200.338 Remedies for noncompliance, including suspension or debarment. (See also 2 CFR part 180, 31 U.S.C. 3321, and 41 U.S.C. 2313.)  Also see Coalition Conflict of Interest Policy #OP203.
These disclosure requirements apply to contracts and subcontracts valued at more than $5 Million and with a performance period of at least 120 days (Reference FAR 3.1004).  As each of the Coalition’s School Readiness and Voluntary Prekindergarten programs qualify under this definition, identified violation(s) related to these two programs MUST be reported.  In addition, these reporting requirements apply throughout the five (5) year records retention period after program award closeout/final payment(s).

The C.E.O. or the Board Chair is then responsible for notifying the USDHHS OIG and/or OEL’s OIG of the violation(s).  This notification will be in writing using the prescribed method of each entity.  OEL instructions for submitting required “report” information can be found online on OEL’s OIG page at http://www.floridaearlylearning.com/about_us/office_of_inspector_general.aspx and/or the Grant award reference materials posted to the SharePoint Coalition Zone.

These requirements could potentially present legal consequences for the Coalition, therefore it advisable that legal counsel is involved.

Whistleblower Protection

The Coalition will consider any reprisal against a reporting individual an act of misconduct subject to disciplinary procedures.  A “reporting individual” is one who, in good faith, reported a suspected act of misconduct in accordance with this policy, or provided to a law enforcement officer any truthful information relating to the commission or possible commission of a Federal offense.

Criteria for complying with the Sarbanes-Oxley Act include but are not limited to the following:

· It is illegal for any corporate entity to punish whistleblowers or retaliate against any employee who reports suspected cases of fraud or abuse (SOX, Section 1107, Section 1513 of Title 18, USC); and 

· It is a crime to alter, cover up, falsify, or destroy any documents that may be relevant to an official investigation (SOX Section 1102, section 1512 of Title 18, USC)

Investigative Responsibilities

Due to the sensitive nature of suspected misconduct, Coalition employees should not, under any circumstances, perform any investigative procedures.

The Executive/Administrative Committee has the primary responsibility for investigating suspected misconduct involving employees below the C.E.O. The Executive/Administrative Committee shall provide a summary of all investigative work to the Board of Directors.

The Executive/Administrative Committee has the primary responsibility for investigating suspected misconduct involving the C.E.O., as well as board members and officers. However, the Executive/Administrative Committee may request the assistance of the Finance Manager in any such investigation.

Investigation into suspected misconduct will be performed without regard to the suspected individual’s position, length of service, or relationship with the Coalition.

In fulfilling its investigative responsibilities, the Executive/Administrative Committee shall have the authority to seek the advice and/or contract for the services of outside firms, including but not limited to law firms, CPA firms, forensic accountants and investigators, etc.

Members of the Executive/Administrative Committee shall have free and unrestricted access to all the Coalition records and premises, whether owned or rented, at all times. They shall also have the authority to examine, copy and remove all or any portion of the contents (in paper or electronic form) of filing cabinets, storage facilities, desks, credenzas and computers without prior knowledge or consent of any individual who might use or have custody of any such items or facilities when it is within the scope of an investigation into suspected misconduct or related follow-up procedures.

The existence, the status or results of investigations into suspected misconduct shall not be disclosed or discussed with any individual other than those with a legitimate need to know in order to perform their duties and fulfill their responsibilities effectively.

Protection of Records – Federal Matters

The Coalition prohibits the knowing destruction, alteration, mutilation, or concealment of any record, document, or tangible object with the intent to obstruct or influence the investigation or proper administration of any matter within the jurisdiction of any department or agency of the United States government, or in relation to or contemplation of any such matter or case.

Violations of this policy will be considered a violation of the Coalition’s Code of Ethics and subject to the investigative, reporting, and disclosure procedures described earlier in this policy on Suspected Misconduct.

Disciplinary Action

Based on the results of investigations into allegations of misconduct, disciplinary action may be taken against violators. Disciplinary action shall be coordinated with appropriate representatives from the Board of Directors, and C.E.O. The seriousness of misconduct will be considered in determining appropriate disciplinary action, which may include:

· Reprimand

· Probation

· Suspension

· Demotion

· Termination

· Reimbursement of losses or damages

· Referral for criminal prosecution or civil action

This listing of possible disciplinary actions is for information purposes only and does not bind the Coalition to follow any particular action.

Confidentiality

The Executive/Administrative Committee and the C.E.O. treats all information received confidentially. Any employee who suspects dishonest or fraudulent activity will notify the C.E.O. or the Executive/Administrative Committee Chair immediately, and should not attempt to personally conduct investigations or interviews/interrogations related to any suspected fraudulent act (see Reporting Procedures section above).

Great care must be taken in the investigation of suspected improprieties or irregularities so as to avoid mistaken accusations or alerting suspected individuals that an investigation is under way. Investigation results will not be disclosed or discussed with anyone other than those who have a legitimate need to know. This is important in order to avoid damaging the reputations of persons suspected but subsequently found innocent of wrongful conduct and to protect the Coalition from potential civil liability.

An employee who discovers or suspects fraudulent activity may remain anonymous. All inquiries concerning the activity under investigation from the suspected individual(s), his or her attorney or representative(s), or any other inquirer should be directed to the Executive/Administrative Committee or legal counsel.  No information concerning the status of an investigation will be given out. The proper response to any inquiry is “I am not at liberty to discuss this matter.” Under no circumstances should any reference be made to “the allegation,” “the crime,” “the fraud,” “the forgery,” “the misappropriation,” or any other specific reference.

The reporting individual should be informed of the following:

1.
Do not contact the suspected individual in an effort to determine facts or demand restitution.

2.
Do not discuss the case, facts, suspicions, or allegations with anyone unless specifically asked to do so by the Coalition’s legal counsel or the Executive/Administrative Committee.

Disclosure to Outside Parties

Allegations of and information related to allegations of suspected misconduct shall not be disclosed to third parties except under the provisions described in this policy (such as disclosure to outside investigators hired by the Coalition to aid in an investigation). 

However, all known frauds involving the C.E.O., or members of the Board of Directors, as well as all material frauds involving employees below the C.E.O., shall be disclosed by the Executive/Administrative Committee to the Coalition’s external auditors, as well as all other mandatory  reporting as described below, “Reporting to Outside Parties”.
Reporting to Outside Parties
Once the Coalition has received information that would lead to suspicion or confirmation of any violation(s) of this policy, it is the Coalition’s duty to report to outside parties as follows:

1. Any activity or incident that poses a danger to the health, safety, or welfare of any individual should be reported immediately to local law enforcement and/or emergency response personnel.

2. Any allegations, those judged to be of an emergency nature, those receiving public exposure, and those related to suspicions should be reported immediately to the USDHHS OIG and/or OEL’s OIG.  

3. When the nature of the violation is related to parents or legal guardians of children enrolled in the School Readiness or VPK programs, in the provision of and payment for those services, the fraud referral must be processed following instructions and time frames of the Coalition’s Fraud Prevention Plan and by submitting fraud referrals through the online OEL Fraud Referral System (FRS).

The Inspector General of the Office of Early Learning is the designated coordinator of all suspected fraud referrals to the Florida Department of Law Enforcement, Public Assistance Fraud Unit. Coalitions are responsible for immediately reporting to OEL Office of Inspector General and the Florida Department of Law Enforcement Public Assistance Fraud Unit all such actual or suspected violations uncovered by, or reported to the Coalition.
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Role of the Independent Auditor

The Coalition will arrange for an annual audit of the Coalition's financial statements to be conducted by an independent accounting firm. The independent accounting firm selected by the Board of Directors will be required to communicate directly with the Coalition's Executive/Administrative Committee upon the completion of their audit. In addition, members of the Executive/Administrative Committee are authorized to initiate communication directly with the independent accounting firm. 

Audited financial statements, including the working papers and the auditor's opinion thereon, will be submitted and presented to the Board of Directors by the independent accounting firm, after the financial statements have been reviewed and approved by the Executive/Administrative Committee.

How Often to Review the Selection of the Auditor

The Coalition shall review the selection of its independent auditor in the following circumstances:

1.
Anytime there is dissatisfaction with the service of the current firm

2.
When a fresh perspective and new ideas are desired

3.
Every 3 years to ensure competitive pricing and a high quality of service. 

Selecting an Auditor

The selection of an accounting firm to conduct the annual audit is a task that should be taken very seriously.  The following factors shall be considered by the Coalition in selecting an accounting firm:

1.
The firm’s reputation in the nonprofit community

2.
The depth of the firm’s understanding of and experience with not-for-profit Early Learning Coalitions for the state of Florida and Federal reporting requirements under 2 CFR 200, Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards
3.
The firm’s demonstrated ability to provide the services requested in a timely manner

4.
The ability of firm personnel to communicate with the Coalition personnel in a professional and congenial manner

If the Coalition decides to prepare and issue a written Request for Qualifications (RFQ) to be sent to prospective audit firms, the following information shall be included:

1.
Period of services required

2.
Type of contract to be awarded (fixed fee, cost basis, etc.)

3.
Complete description of the services requested (audit, management letter, tax returns, etc.)

4.
Identification of meetings requiring their attendance, such as staff or Board of Director meetings

5.
The organizational structure of the Coalition

6.
Chart of account information (upon request)

7.
Financial information about the Coalition (upon request)

8.
Copy of prior year reports (financial statements, management letters, etc.) (upon request)

9.
Identification of need to perform audit in accordance with 2 CFR 200, Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards
10.
Other information considered appropriate

11.
Description of proposal and format requirements

12.
Due date of proposals

13.
Overview of selection process (i.e., whether finalists will be interviewed, when a decision shall be made, etc.)

14.
Identification of criteria for selection

Minimum Proposal Requirements from prospective CPA firms shall be:

1.
Firm background

2.
Biographical information (resumes) of key firm member who will serve the Coalition

3.
Client references

4.
Information about the firm's capabilities

5.
Firm's approach to performing an audit

6.
Copy of the firm’s most recent quality/peer review report, including any accompanying letter of findings

7.
Other resources available with the firm

8.
Expected timing and completion of the audit

9.
Expected delivery of reports

10.
Cost estimate including estimated number of hours per staff member

11.
Rate per hour for each auditor

12.
Other information as appropriate

Copies of all proposals shall be forwarded to each member of the Executive/Administrative Committee or the (ad hoc) RFQ Committee. If necessary, interviews of each firm may be conducted by the Executive/Administrative Committee or the (ad hoc) RFQ Committee, who makes the final recommendation to the Board of Directors for approval. 

Preparation for the Annual Audit

The Coalition shall be actively involved in planning for and assisting with the Coalition’s independent accounting firm in order to ensure a smooth and timely audit of its financial statements. In that regard, the Accounting Department shall provide assistance to the independent auditors in the following areas:

Planning – The Finance Manager is responsible for delegating the assignments and responsibilities to staff in preparation for the audit. Assignments shall be based on the list of requested schedules and information provided by the independent accounting firm.

Involvement - The Coalition staff will do as much work as possible in order to assist the auditors and, therefore, reduce the cost of the audit.

Interim Procedures - To facilitate the timely completion of the annual audit, the independent auditors may perform selected audit procedures prior to the Coalition’s year-end. By performing significant portions of audit work as of an interim date, the work required subsequent to year-end is reduced. The Coalition staff will provide requested schedules and documents to assist the auditors during any interim audit fieldwork.

Throughout the audit process, the Coalition will make every effort to provide schedules, documents and information requested by the auditors in a timely manner.

Concluding the Audit

Upon receipt of a draft of the audited financial statements and working papers of the Coalition from its independent auditor, the Finance Manager and C.E.O. shall perform a detailed review of the draft and working paper, consisting of the following procedures:

1.
Carefully read the entire report for typographical errors.

2.
Trace and agree each number in the financial statements and accompanying footnotes to the accounting records and/or internal financial statements of the Coalition.

3.
Review each footnote for accuracy and completeness.

4.  
Review working papers for accuracy.

Any questions or errors noted as part of this review shall be communicated to the independent auditor in a timely manner and resolved to the satisfaction of the Finance Manager and C.E.O.

It shall also be the responsibility of the Finance Manager and C.E.O. to review and respond in writing to all management letters or other internal control and compliance report findings and recommendations made by the independent auditor.

In addition, the Single Audit Clearinghouse form shall be completed and a copy submitted to the Executive/Administrative Committee.

Reporting Requirements

The Coalition will retain and distribute all records as identified in OEL OIG guidance OEL-IG-12-001, Audit and Audit Resolution Responsibilities, to fulfill the requirements of the annual audit reporting.  This includes submitting (per the directions of this guidance), the appropriate documents (the “audit package”) to the Federal Audit Clearinghouse, the Office of Auditor General, and the 

OEL Office of Inspector General.
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Policy

The Coalition shall document activities related to SR and VPK implementation, including administrative and reporting responsibilities.  Documentation shall be sufficient for an audit trail and compliance with federal regulation 2 CFR §200.333, Retention requirements for records. The Coalition shall maintain written or electronic documentation of transaction files, policies, processes, controls and other detailed supporting records that the Coalition submits per OEL instructions and makes available for review upon request.  The Coalition requires that its sub-recipients and subcontractors follow these same terms and conditions.
Referenced Policies and Guidance
Office of Early Learning (OEL) Documents: 

OEL Grant Agreement Exhibit II Section C item 6.2, Management of Child Care Placements

OEL Grant Agreement Exhibit II Section C item 6.3, Notification of Disenrollment
SR provider contract Section VII, Compensation and Funding

OEL Grant Agreement Exhibit II, Section C item 3.4 

OEL Grant Agreement Exhibit II, Section F, item 1.6

OEL Grant agreement, Exhibit II, Section C Manner of service provision, item 3

OEL’s Program Guidance 101.02, Records Confidentiality

OEL IT Security Policies and Procedures (Program Guidance 300.01 IT Security Manual)
OEL’s Data Security Agreement

OEL’s OIG page at http://www.floridaearlylearning.com/about_us/office_of_inspector_general.aspx
OEL Grant Agreement, Exhibit II, Section D, item 6, Performance Reporting

OEL Grant Agreement, Exhibit VI, Listing of Reports

OEL Grant Agreement, Exhibit III
OEL OIG Guidance OEL-IG-12-001, Audit and Audit Resolution Responsibilities

(Note:  Please find these referenced documents/regulations in the “Referenced Documents-Regulations” folder in the “Policies and Procedures” folder located in the Coalition “Company Share” drive.  Contact the Coalition Grants and Operations Manager should there be any difficulty in finding a document or regulation.)
ELC of North Florida Policies:

F106 – Accounting and Financial Policies and Procedures, Suspected Misconduct
F702 – Accounting and Financial Policies and Procedures, Annual Audit
HR204 – Personnel Policies and Procedures Manual, Employment Reference/Criminal History Checks
IT101 – Information Technology Systems and Security Policies and Procedures, General Scope
IT303 – Information Technology Systems and Security Policies and Procedures, Access and Security
OP201 – Operational Policies and Procedures Manual, Confidentiality Policy

OP203 – Operational Policies and Procedures Manual, Conflict of Interest
OP204 – Operational Policies and Procedures Manual, Public Records Request
PR901 - Availability and Retention of Procurement Records

(Note:  Please find these in the “Policies and Procedures” folder located in the Coalition “Company Share” drive.  Contact the Coalition Grants and Operations Manager should there be any difficulty in finding a policy.)

The formal records retention policy of the Coalition is as follows:

Permanent Files
Audit reports 

Chart of Accounts 

Contracts, mortgages, notes and leases still in effect

Correspondence on legal and important matters only 

Deeds, mortgages and bills of sales 

Depreciation schedules 

Financial statements-Year End

General ledgers/year end trial balance 

Insurance records (policies, claims, etc.) 

Journals 

Articles of Incorporation, bylaws and charters, board meeting minutes 

Property records  

Retirement and pension records 

Tax returns and worksheets, examination reports, and other documents relating to determination of 
income tax liability 

Trademark registrations and copyrights 

Training manuals (Coalition-created only)                                                                                  

All Other Coalition Records (non-permanent records)

All other (non-permanent) Coalition records are maintained for seven (7) fiscal years.  This includes all OEL Reporting Deliverables as listed in the OEL Grant Agreement Exhibit VI Listing of Reports, all (sub-recipient/subcontractor) performance monitoring deliverables as listed  in the OEL Grant Agreement Exhibit II, Section D, item 6 Performance Reporting, and all closed procurement records. 

Record Retention Requirements and Exceptions

All records must be maintained for at least five (5) years from the date of the last document filed for the period.  For consistency, the Coalition maintains all non-permanent records for seven (7) years.  
There are two exceptions:

(1) If there is any litigation, audit, claim, negotiation, or other action that started before the expiration of the period.  In that case, the records must be retained until resolution of all issues or until the end of the period, whichever is later.
(2) If a sub-recipient/subcontractor chooses NOT to retain records longer than the minimum required by applicable law/regulation.  (For example, the Coalition retains ALL non-permanent records for seven (7) years for simplicity although some records only require a five (5) year retention period.)

Coalition Record Destruction

The Coalition retains records as required by law and destroys them when appropriate.  The destruction of records must be approved by the C.E.O., and logged into the Coalition’s Destroyed Records Log.

Sub-recipient/Subcontractor Record Retention Requirements

All sub-recipient/subcontractor records must be maintained for at least five (5) years from the date of the last document filed for the period, and have the same requirements as the Coalition that are stated in this policy.   

Records retained for client services related to enrollment/intake (aka Resource and Referral services) would include:

· Family Portal Account Information
· Child Care application and authorizations (referrals)
· DCF At-risk referral form (if applicable)
· OEL At-risk Domestic Violence Center/Homeless Program referral form (if applicable)
· Immunization records, family income data, purpose of care plan
· ELC-issued child care 
Records retained for child eligibility, management of child care placements, and disenrollment:

· Eligibility record requirements are listed in the OEL Grant agreement, Exhibit II Section C item 6.1, Child Eligibility.
· Management of child care placement record requirements are listed in the OEL Grant agreement, Exhibit II Section C item 6.2, Management of child care placements. 

· Disenrollment record requirements are listed in the OEL Grant agreement, Exhibit II Section C item 6.3 Notification of disenrollment.  

Records retained for attendance and enrollment:

· ELC-issued child care certificate with defined/approved care level
· Enrollment and attendance certification
· Includes sign-in and sign-out documentation, VPK-03S or 03L forms, etc.
· Documentation to support excused absences
· Rilya Wilson Act requirements for at-risk children
· Proof of parent co-payments  
Record retention requirements for provider payments, provider payment reconciliations, and improper payments are listed in the statewide SR provider contract Section VII, Compensation and Funding.   
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