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SRAD01 Information Technology Policy

To ensure client confidentiality, accurate financial records and the integrity of our data, all ECS staff will adhere to the following policy:

Confidentiality / Non-disclosure
All staff will sign and date confidentiality – non-disclosure statement (aka Data Access FPSR-IM-LD03-04 and the Security Agreement Form or other form approved by OEL)  at the beginning of their employment or within 7 days of the first day an employee has access to confidential and/or data systems and annually after that. This is also a requirement set forth by the ELC Grant Agreement - Records Confidentiality Compliance.

1. No staff shall disclose their username, password or other information needed to access the Systems to any party, nor shall they give any other individual access to this information.

2. If any staff member should become aware that any other individual, other than an authorized employee, may have obtained or has obtained access to their username, password or other information need to access the Systems, they shall immediately notify their supervisor and/or the System Administrator/Security officer.

3. Staff shall not share with anyone any other information regarding access to the Systems unless they are specifically authorized by the Coalition and or Florida’s Office of Early Learning.

4. Staff shall not access or request access to any social security numbers or other confidential information unless such access is necessary for the performance of their official duties.

5. Staff shall not disclose any individual record data to any parties who are not authorized to receive such data except in the form of reports containing only aggregate statistical information compiled in such a manner that it cannot be used to identify the individual(s) involved.

6. Staff shall retain the confidential data only for that period of time necessary to perform their duties.  Thereafter, ECS staff shall either arrange for the retention of such information consistent with both the Federal and State record retention requirements or delete or destroy such data.

7. Before a staff person requests personal information from a client, they must state that all information provided will remain confidential.  
8. Staff shall either been trained in the proper use and handling of confidential data or have received written standards and instructions in the handling of confidential data from the Coalition and/or the Office of Early Learning before being responsible for the handling of such information.  ECS will comply with all the confidential safeguards contained in such training, written standards, or instructions, including but not limited to, the following: a) protecting the confidentiality of their username and password; b) securing computer equipment, disk, and offices in which confidential data may be kept; and c) following procedures for the timely destruction or deletion of confidential data.

9. Violation any of the confidentiality provisions set forth in the written standards, training, and/or instructions, their user privileges will be immediately suspended or terminated.  Additionally, applicable state law may provide that any individual who discloses confidential information in violation of any provision of that section may be subject to a fine and/or period of imprisonment and dismissal from employment.  All staff will be instructed that if they violate the provisions of the law, they may receive one or more of these penalties. If any staff suspects a security incident may have occurred, they shall immediately notify their supervisor and/or the System Administrator/Security officer, documenting all relevant information, and must fully cooperate and assist with resolution of the incident as requested. 

10. Staff will not use non-secure fax or non-secure e-mail to send confidential information, including a parent or child’s full name, social security number or address to others.

11.  Staff will not discuss confidential data, including a parent or child’s full name, social security number or address, over a cellular telephone.
12. If staff should have any questions concerning the handling or disclosure of confidential information, they should immediately ask their supervisor and be guided by his/her response.

Data Integrity

1. ECS has developed a quality assurance tool comprehensively assesses the performance level of each Family Service Specialist. Each month files assigned to each Family Service Specialist are monitored and information contained in the physical file is compared to the information entered into our data base. 
2. This identifies areas where additional training may be required including use of EFS, SPE/UWL. The Family Service Coordinator is then responsible for providing one on one training as needed to ensure that families and providers receive quality services.  

3. Reimbursement files are monitored on a regular basis with the Provider Services Manager reviewing and addressing the findings. Staff trainings are based on these findings. 
4. Additionally, topics related to IT security and the proper usage of EFS, SPE/UWL are often discussed in our monthly staff meetings.

Communications Use Policy: 

This policy addresses all facets of communications. It is intended to protect the property of Episcopal Children’s Services, Inc., which includes, but is not limited to, hardware, software, and data/information. Every piece of communication hardware has an intended user(s), and no person should operate any communication tool not intended for his or her use. All forms of communication are the sole property of Episcopal Children’s Services, Inc., as work product, and are not to be thought of as private or confidential. Episcopal Children’s Services, Inc. reserves the right to monitor all forms of communication for the Agency. For clarification of any portion of this policy, please contact the Network Administrator or Human Resources Department.

Agency Telephones:

Episcopal Children’s Services, Inc. telephone lines and voice mail are installed for the purpose of conducting business. To keep the lines as free as possible, restrict personal calls to an absolute minimum. Friends and family should not call the Episcopal Children’s Services, Inc. office unless absolutely necessary. Employees may direct dial on personal long distance telephone calls only if a personal calling credit card is used. No call received by, or made from, an Agency phone is considered private or confidential and Episcopal Children’s Services, Inc. reserves the right to monitor all facets of telephone activity including voicemail.

Agency Cellular Phones: 
Episcopal Children’s Services, Inc. may provide cellular phones to certain employees for the purposes of business use. Calls made from or received by any employees’ phone are not to exceed the necessary time to conduct business. Friends and family of the employee should only call the Agency cellular phone in an emergency. If a phone/accessory is lost or stolen, it must be reported immediately to the cellular service provider and the employee in charge of managing the cellular service.  The use of any cellular phone by any person other than the intended user is strictly prohibited. It is the responsibility of each user to understand and be informed of the rate plan and monitor minutes used   Cellular bills will be monitored on a regular basis and users will be notified of changes made.  Charges incurred through non-work related ECS cellular phone usage may be the responsibility of the employee.

No call received by, or made from, an ECS cellular phone is considered private or confidential and Episcopal Children’s Services, Inc. reserves the right to monitor all facets of ECS cellular phone activity including voicemail.

Agency Computer Use:

Episcopal Children’s Services, Inc. provides computers to certain employees for business use. No computer activity is considered private or confidential and Episcopal Children’s Services, Inc. reserves the right to monitor all facets of computer activity. Employees should be aware of the following:

a) Each computer has designated users. Only designated users may sign onto their specific workstation in the Agency. 

b) Monitors are to be positioned away from public view.  If necessary install privacy screen filters or other physical barriers to public viewing.

c) The deletion of any file, e-mail, folder, or data from the Network is strictly prohibited without the approval of Episcopal Children’s Services, Inc. and the Network Administrator.

d) No user shall, under any circumstance, attempt to disassemble or repair any piece of hardware owned by Episcopal Children’s Services, Inc. All suspected hardware issues should be reported immediately to the Network Administrator.

e) No user shall, under any circumstance, install, uninstall or download any program(s) to the computer assigned to them. All issues regarding software should be reported immediately to the Network Administrator.

f) Speakers and other audio equipment used during business hours are intended for personal use only. Any music, sound, etc. should be kept at a reasonable level acceptable to surrounding coworkers. Music may only be played from a CD or disk on the computer. Internet radio services are strongly prohibited due to the strain on Agency bandwidth.

g) Only authorized passwords are permitted. The use of automatic logon at any workstation is strictly prohibited. 

h) Passwords used for accessing the ECS network must contain at least eight characters including one numeric character.

i) Passwords used for accessing the ECS network will be updated every 60 days.

j) Passwords cannot be changed back to previously used passwords until 3 changes later.

k) Friends, family and coworkers are strictly prohibited from using any computer not designated for their use. Consequences for neglect of the above policy will fall solely on the user of the workstation in question. 

l) Passwords shall not be stored in written form (e.g. sticky notes) except if secured in an approved locked area.

m) Passwords should not:

a. Be a dictionary word in any language

b. Contain any proper noun or the name of any person, pet, child, or fictional character.

c. Contain any associate serial number, Social Security Number, birth date, telephone number, or any information that could be readily guessed by the creator of the password.

d. Contain any simple pattern of letters or numbers, such as “xyz123”.

e. Share more than three (3) sequential characters in common with a previous password (i.e., do not simply increment the number on the same password, such as fido1, fido2, etc.)

Agency E-mail:

Episcopal Children’s Services, Inc. provides an e-mail system for employees’ business use and encourages the use of electronic information as an essential business tool for efficient communication. However, anything written or sent by an employee may be obtained under subpoena and used in a court of law against the organization, our clients/partners or the employee. Therefore, employees are responsible for the appropriate business use of the e-mail system and, as such, this policy should be read in conjunction with other policies including, but not limited to, those regarding confidentiality, non-solicitation and harassment. Employees should be aware of the following:

a) The Agency’s e-mail system is the sole property of Episcopal Children’s Services, Inc. and is provided solely for business use.

b) Episcopal Children’s Services, Inc. has the right to review e-mail messages at its sole discretion. Therefore, e-mail messages are not to be considered private, despite any contrary designation either by the sender or the recipient. Employees should have no expectation of privacy in their e-mail messages. 

c) The use of the e-mail’s delete function does not completely destroy the targeted e-mail message and such message may be stored in the system and retrievable at a later date by the Agency.

d) Employees are not permitted under any circumstance to share network passwords, provide e-mail access to any unauthorized persons, or gain access to another employee’s e-mail without authorization.

e) Harassing, discriminatory, offensive, hostile, suggestive, defamatory or otherwise inappropriate language or content is strictly prohibited.

f) Employees are specifically warned that attachments to e-mail messages, such as pictures and other graphics files are also subject to this e-mail policy.

g) All e-mails are subject to screening through anti-virus protection software and users are prohibited from changing the settings of their individual workstations’ anti-virus program(s). Spam, chain mail, and junk mail shall be deleted without forwarding.
h) The inclusion of any graphic, background image, etc. to any e-mail message intended to be aesthetically pleasing is strictly prohibited for bandwidth and storage reasons.

i) The community distribution lists titled ‘ECS Everyone’ and ‘Central Staff’ – as well as any others added after the creation of this policy – are intended only for business e-mails and only concerning the majority of members contained in said distribution lists. Consult your network administrator for further details or a list of members.

j) The forwarding of e-mails is intended as a business information tool. Forwarding unsolicited or personal e-mails is strictly prohibited.

k) E-mail use is intended only for the user(s) of the machine accessing the network. Consequences for friends, family and co-workers accessing e-mail against the above policy will fall solely on the user of the workstation.

l) The deletion of any file, e-mail, folder, or data from the Network is strictly prohibited without the approval of Episcopal Children’s Services, Inc. and the Network Administrator.

Agency Internet Use:

Episcopal Children’s Services, Inc. provides Internet access to certain employees. Only employees provided with Internet access may browse the Internet on Agency computers. Internet communications are subject to the same requirements and restrictions that apply to e-mail messages as set forth in the organizations e-mail policy. Employees using Internet access should be aware of the following:

a) Episcopal Children’s Services, Inc. reserves the right to monitor Internet usage at its sole discretion. Therefore, Internet usage is not to be considered private, despite any contrary designation.

b) Internet access should be utilized for business purposes only. 

c) Employees may not establish internal or external connections that could allow unauthorized persons to gain access to the Episcopal Children’s Services, Inc. computer systems.

d) No files may be posted to the Internet without proper authorization. The posting of information that does not reflect the standards and policies of the Agency is strictly prohibited. Accessing, downloading, storing or forwarding pornography or other offensive material will subject the user to discipline up to, and including, termination.  Confidential or proprietary information may only be posted to the Internet with the approval of Episcopal Children’s Services, Inc. and the Network Administrator. The posting of material that is subject to copyright protection may be posted only with permission of the copyright holder. 

e) No files may be downloaded unless specifically approved in advance by Episcopal Children’s Services, Inc. and the Network Administrator. 

f) No software may be installed, uninstalled or downloaded from Episcopal Children’s Services, Inc. computers without permission from the Network Administrator.

g) Websites and Internet services such as online radio, file sharing and instant messaging are prohibited to reserve bandwidth space for business use. 

h) Internet use is intended only for the user(s) of the machine accessing the Internet. Consequences for friends, family and co-workers accessing the Internet against the above policy will fall solely on the user of the workstation. 

i) Unacceptable use of the Internet by employees includes, but is not limited to:

a. Sending or posting comments about coworkers or supervisors or the employer that are vulgar, obscene, threatening, intimidating, harassing, or a violation of the employer’s workplace policies against discrimination, harassment, or hostility on account of age, race, religion, sex, ethnicity, nationality, disability, or other protected class, status, or characteristics.
b. Passing off personal views as representing those of the organization.
Levels of Access in EFS

Only staff members who have signed the confidentiality / non-disclosure statements will be given access to EFS or the UWL/SPE databases.  Levels of access will be limited to those essential for the performance of job duties.  Levels of access will be revised or terminated as needed, such as when an employee is terminated or access needs change due to a change in job duties. Only the program administrator will have access to all EFS functions.  No other staff person will have the ability to both process provider payments and create or update eligibility files.

Security Training & Awareness

New hire orientation & the employee handbook will address all security measures appropriate to the job.  Additionally, training will continue on an ongoing basis as needed, through staff meetings, memos, and other means appropriate. Based on OEL Protocol 5.02.III.C.4, training will specifically include the following:
1. Training during Orientation on ECS IT policy 

2. Acceptable use of IT resources and procedures:

3. E-mail use

4. Workstation security

5. EFS – ELC/ECS procedures

Access Control
Access to information resources shall be limited to those that need them to perform their job duties. Any ECS password chosen by staff to be used to access the ECS network must be different from all other passwords that staff may use for any other purpose. Based on OEL Protocol 5.02.III.C.11, Access Control specifically includes the following:

1. Network access has been restricted based on a need to know basis and user logons.  

2. A user’s ability to access resources above and beyond their job capacity is restricted.  

3. Accounts are only maintained for eligible employees.  

4. 15 minute inactivity timeouts are implemented.  

Identification & Authentication

Access to information systems shall only be granted to identified & authenticated users. Based on OEL Protocol 5.02.III.C.12, Identification and Authentication specifically includes the following:

1. Individual user accounts are created for staff, temporary workers and any other authorized personal.  File and folder access is granted based on the aforementioned OEL Protocols 5.02.III.C.11 and 12. Intruder lockout features are used.

2. Lockout features are set to mitigate brute-force based attacks.

Personnel Security

Access to confidential or classified information is limited to only those persons who have had level II background screenings completed as deemed appropriate. Based on OEL Protocol 5.02.III.C.16, Personnel Security specifically includes the following:

1. All staff before employment will complete a drug test and background investigations.

2.  Individual user accounts are created for staff, temporary workers and any other authorized personal.

3. A security agreement is completed for each individual login ID for access to EFS/ELC network.

4. A user’s ability to access resources above and beyond their job capacity is restricted.  

5. Staff upon employment receive ELC’s Employee Handbook

6. An exit employment meeting is conducted with HR management to ensure all equipment is returned before their employment end date.

7. All user accounts are removed or inactivated from ECS network immediately upon ending employment.   

8. If an employee is terminated unexpectedly then all equipment is collected and user accounts are removed or inactivated from EFS/ELC network immediately.

9. Staff upon employment and annually complete the Data Access FPSR-IM-LD03-04 and the Security Agreement Form.

10. Staff upon employment receives the Communication Use Policy.

Mobile Computing - Security
Mobile devices including, but not limited to laptops, PDA’s, smart phones, tablets and external hard drives/flash drives, shall not contain confidential data unless the device is fully encrypted and password protected to the standards of ECS’s password policy. Any mobile data storage must be approved for use by the Network Administrator before storing any confidential data. If a personal phone or other wireless device which is used to access ECS email becomes stolen or lost, the IT Manager  shall be notified immediately so that a remote wipe may occur. Based on OEL Protocol 5.02.III.C.22, Mobile Computing specifically includes the following: 

1. Mobile computing devices are strictly controlled by the ECS.  

2. Such devices are limited in use and are only serving in the capacity of an access agent to the primary network.  

3. In the event of the loss or theft of a laptop, no information would be present on the device.  

4. In the event of a loss or theft of a user’s BlackBerry or other mobile device, administration will perform a “remote wipe” of the device clearing it of any information and disabling its functionality.

Mobile Computing - Administration
Inventory sheets will be maintained for all ECS mobile devices that identify the location and person in possession of mobile devices.  If a device leaves the organization for repair or maintenance the log the location of the device will be tracked.  See Employee Handbook and Communications Use Policy.
Remote Access
Security controls are implemented to mitigate the increased risks posed by allowing remote access to the ECS Network. Security controls include user authentication through secure VPN connection, guarded by a firewall and Windows authentication, as well as user rights limitations for shared files and folders as deemed necessary per user. Anti-spyware and -virus software is used as protection from Trojans and other software that may attempt to steal information.  Access log are reviewed twice a month o to look for any brute force attacks on the VPN.  The reviews are documented, along with the recording of any suspicious activity and subsequent investigations. Based on OEL Protocol 5.02.III.C25, Remote Access specifically includes the following:
1. Remote access is provided to a limited number of staff.  This access is granted via a Windows VPN connection to the Central office. Authentication and access is handled through the domain controller’s Active Directory.  
2. Access to the ECS internal network is also secured by a Cisco Pix firewall at the perimeter of the network.  This firewall performs multiple network and security functions including a deep packet inspection, IPSec, intrusion prevention and Web content filtering. The firewall is maintained and configured by expert security contractors at Huff Technologies. 

3.  The network is further protected from spam and viruses by third party filtering by Huff Technologies. All suspected e-mail is quarantined and the user is notified of items in their quarantine daily at noon.. These services provide comprehensive protection against a wide range of email threats using a combination of proven spam filters, leading anti-virus engines, fraud protection, content filtering, and email attack protection.  If a message is deemed legitimate, the end user can release the e-mail from quarantine. Any attachments that are listed as suspect are removed. 

4. In addition, the coalition is protected against email information loss and business disruption during planned or unplanned outages by access to a Web-based email console. During an outage, all inbound and outbound mail continues to be filtered by Huff Technologies to protect the coalition from threats.  Once connectivity has been restored, all outage-period email activity is intelligently synchronized with the coalition's primary system. 
Database Security

Information remains consistent, complete & accurate through the continual implementation of & compliance with all contract requirements, policies, and procedures set forth by OEL, ELCs, Head Start, and other grants.

Based on OEL Protocol 5.02.III.C.30, Database Security specifically includes the following:

1. Database access is granted to users via the application level only.  

2. Changes at the database level are permitted by the database administrator only.  

3. Application controls are used to ensure proper access to information within applications based on the responsibility of the staff member.  

Media Management
All media is handled, stored & disposed of properly in compliance with all contract requirements, policies, and procedures set forth byOEL, ELCs, Head Start, and other grants in order to protect confidential data. Media removed from service shall be erased (NSA 7 pass algorithm) and destroyed by the Network Administrator. Based on OEL Protocol 5.02.III.C.31, Media Management specifically includes the following:

1. Paper copies are stored in lockable file cabinets with restricted access. 

2. Archived files are stored at ACCESS in secure facility.  

3. It is ECS’s policy to shred any unneeded documents containing secure information.

4. Digital copies are stored on disk systems only.  Removable media is not permitted as a storage device for coalition data.  This reduces the risk of unauthorized disclosure and damage.

5. All digital data is stored on the server in a secured, climate controlled area.

Password Management

ECS protects access to its information sources by ensuring that all passwords used for authentication are properly assigned & protected.  Passwords are changed immediately if property is lost or stolen.  Based on OEL Protocols 5.02.III.C.16 and 32, Password Management specifically includes the following:

1. Account passwords are stored in a non-reversible encrypted database with complexity requirements enforces.  
2. Passwords must be at least eight characters in length and include at least one numeric character. 

3. Passwords will be reset at least every 60 days.

Server Back-ups

All servers are backed-up hourly. These incremental backups are transferred via secure, encrypted connection to off-site data storage. Monthly backups are kept for minimum of 5 years. 
Data Recovery

We will work with all available resources including software vendors and consultants if needed to restore data should it be lost and back-up unavailable for whatever the reason.  Additional information on Data Recovery can be found in the ECS Coop Plan, which meets all requirements set forth in OEL Protocol 5.02.III.C.10.

Antivirus

This protocol applies to all servers and workstations, as well as any computers used for remote access. Every server or computer that contains OEL data or conducts any form of OEL business will run antivirus software that is updated on a regular basis. All OEL data will be protected by antivirus software which scans documents, attachments, emails, and internet sites. Email systems will automatically scan attachments and downloads before they are opened. All laptops and workstations, including those used for telecommuting (working from home) will have current antivirus software loaded.

a) All portable media (e.g., flash drives, CDs, storage devises) are scanned for viruses before use on computers.

b) ECS shall purchase/install antivirus software on all workstations, including laptops used for telecommuting. 

c) Staff must 

o Never install software on computers without permission from the IT Manager. 
o Never download files from unknown or suspicious sources.
o Delete spam, chain, and other junk email without forwarding.
o Never unload or disable antivirus software for any reason without specific instruction from the Information Systems Security Officer/ IT Manager
Additional Security Policies and Procedures may be found in the ECS Employee Handbook, the Fiscal Policies & Procedures Manual, and the ECS COOP Plan. Each department of ECS is responsible for implementing additional security policies & procedures that fit their needs.

Changes/Revisions:

	Date of Change/Revision
	Person making change/revision
	Change/Revision

	12/29/09
	Teresa Matheny
	Added the word e-mail to the Computer Use Policy, (c).

	4/7/10
	L Serlo
	Updated measures for data security based on OEL training March 2010.

	11/19/10
	Teresa Matheny
	Updated personnel security section to include specifically the Level II screening

	11/19/10
	Teresa Matheny
	Added wording to Mobile Computing to address the inventory process.

	9/20/11
	L. Serlo
	Updated from 120 to 60 the amount of days in which passwords will be reset; passwords must be 8 characters long instead of 6; added that passwords can’t be changed back to old passwords until 3 changes later

	10/14/11
	L Serlo
	Added the requirement to date signatures on the confidentiality-non-disclosure statement & that signatures must be attained within 7 days of the first day the employee has access to the Coalition’s data systems.

	11/3/11
	L Serlo
	Realized that I hadn’t changed all the references of password length of 8 from 6 so I did that.

	11/8/11
	L Serlo
	Added reference to SRAD10 & SRAD15. 

	12/13/11
	E VanTassel
	Added information under “Mobile Computing – Security.” Updated “Password Management” to reflect 60 day expiration. Updated “Server Backups” section to reflect current backup strategy. Clarified media erasure in “Media Management” section. Added #12 regarding use of Cell phones for confidential data.

	12/13/11
	L Serlo
	Confidentiality/Nondisclosure: 

Bullet 1 – added access to confidential info and/or data systems

Bullet 8 – revised statement regarding confidentiality to current OEL requirements

Data Integrity: Bullets 3 & 4 – updated monthly to regular (3) and added IT security to (4)

Agency Computer Use: Added l) and m) based on AWI Protocol

Agency Email: Added l)

Agency Internet Use: Added i)

	1/20/12
	L Serlo
	Confidentiality/Nondisclosure:

Bullet 10 – Added the last sentence of paragraph.

Mobile Computing – Admin:

Clarified that inventory sheets will be maintained for all ECS mobile devices

	2/24/12
	H Hodges
	Agency Internet Use i)a and b: updated language per legal consultation

	7/24/12
	L Serlo
	Added 2nd sentence under Agency Email g)

Added paragraph specifically addressing Antivirus

	12/20/12
	L Serlo
	Added all language from SRAD15 and SRAD10 to SRAD01, thereby eliminating SRAD15 and SRAD10 by combining them into SRAD01

	12.17.14
	B Spangler
	Changed logo and updated AWI to OEL throughout the policy
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