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IT Systems and Security Policies and Procedures

Receipt and Acknowledgement Form
The Early Learning Coalition of North Florida Information Technology Systems and Security Policies and Procedures describes important information about the Coalition’s operations and standards regarding the information technology system, and I understand that I should consult my immediate supervisor regarding any questions not answered in the policy.
Since the information, policies, and procedures described here are necessarily subject to change, I acknowledge that revisions to the manual may occur. All such changes will be communicated through official notices (Board meeting packets and e-mail notifications of updated policies posted to the company share drive), and I understand that revised information may supersede, modify, or eliminate previous policies. For the most current version of this policy, I understand that I am to refer to the folder “Policies and Procedures” on the ELC share drive, where ALL current policies are stored and made available to ALL employees. 
I have received the IT policies and procedures, and I understand that it is my responsibility to read and comply with the policies contained within it and any revisions made to it.  I acknowledge that if I have any question concerning the terms or operation of any of the policies, that it is my responsibility to obtain clarification from my immediate supervisor and/or the C.E.O..
EMPLOYEE'S NAME (printed):    ______________________________________________

 EMPLOYEE'S SIGNATURE:   _________________________________________________
DATE:   ______________________________________________
Chapter 1
GENERAL

IT101  General Scope
Effective Date:  10/01/08
Revision Date:  02/03/10, 04/08/15
Purpose and Scope

The purpose of this policy is to identify guidelines for the use of the Coalition technologies and communications systems. This policy establishes a minimum standard that must be upheld and enforced by users of the Coalition’s technologies and communications systems.  Sub-recipients of the Coalition must have an equivalent level of security and policy and procedure standards.
Computer and electronic communications resources include, but are not limited to, host computers, file servers, stand alone computers, laptops, PDAs, printers, fax machines, phones, online services, email systems, bulletin board systems, and all software that is owned, licensed or operated by the Coalition.

The policies and guidelines apply to all Coalition systems, whether on-site and connected directly to the Coalition network, or on- or off-site and connected to the Coalition network by the telephone system or other means.  The policies and guidelines cover these systems no matter who is the owner or the method of connection to the network.  Employees and registered users are responsible for their own actions, as well as for the actions of any person who they permit to access a Coalition system.
Definitions
For purposes of this policy the following definitions shall apply: 
Botnets:  are networks of computers infected by malware (computer virus, key loggers and other malicious software) and controlled remotely by criminals, usually for financial gain or to launch attacks on websites or networks.  If your computer is infected with botnet malware, it communicates and receives instructions about what it’s supposed to do from “command and control” computers located anywhere around the globe.  What your computer does depends on what the cybercriminals are trying to accomplish.  Many botnets are designed to harvest data, such as passwords, social security numbers, credit card numbers, addresses, telephone numbers, and other personal information.   The data is then used for nefarious purposes, such as identity theft, credit card fraud, spamming (sending junk e-mail), website attacks, and malware distribution.

Electronic Communications:  shall mean and include the use of information systems in the communicating or posting of information or material by way of electronic mail, bulletin boards, World Wide Web (internet), or other such electronic tools.

Electronic Mail (“e-mail”):  an office communications tool whereby electronic messages are prepared, sent and retrieved on personal computers.  

Encryption:  the process of transforming information (referred to as plaintext) using an algorithm (called cipher) to make it unreadable to anyone except those possessing special knowledge, usually referred to as a key.
Firewall:  a device or set of devices configured to permit, deny, encrypt, decrypt, or proxy all (in and out) computer traffic between different security domains based upon a set of rules and other criteria.
Firmware:  the combination of a hardware device and computer instructions and data that reside as read-only software on that device. 
Hot Fixes:  a single, cumulative package that includes one or more files that are used to address a problem in a product and are cumulative at the binary and file level.  A hot fix addresses a specific customer situation and may not be distributed outside the customer’s organization.
Information Systems:  shall mean and include software, Electronic Communications, computers, Networks, servers and other similar devices that are administered by the Coalition and for which the 

Coalition is responsible. 

Internet:  a global system interconnecting computers and computer networks.  The Computers and networks are owned separately by a host of organizations, government agencies, and companies.  The Internet is the present “information super highway.”

Malware:  software designed to infiltrate or damage a computer system without the owner’s informed consent.
Networks:  shall mean and include video, voice and data networks, routers and storage devices. 

On-line Service (i.e., the Internet, World Wide Web, AOL, etc):  is defined as a communications tool whereby business information, reference material and messages are sent and retrieved electronically on personal computers.
PC’s:  an abbreviation for “personal computers.”
Password:  a string of characters which serves as authentication of a person’s identity, which may be used to grant, or deny, access to private or shared data.
Server:  a computer program that provides services to other computer programs in the same, or another, computer.  A computer running a server program is frequently referred to as a server, though it may also be running other client (and server) programs.

Security Incident:  in information operations, an assessed event of attempted entry, unauthorized entry, or an information attack on an automated information system.  It includes unauthorized probing and browsing; disruption or denial of service; altered or destroyed input, processing, storage, or output of information; or changes to information system hardware, firmware, or software characteristics with or without the users’ knowledge, instruction, or intent.
Spam:  abuse of electronic messaging systems (including most broadcast media, digital delivery systems) to send unsolicited bulk messages indiscriminately.
User:  refers to employees (whether full-time, part-time or limited-term), independent contractors, consultants, and any other user having authorized access to, and using any of, the Coalition’s computers or electronic communications resources.

Spyware:  a type of malware that is installed on computers and collects information about users without their knowledge.
Vendor:  someone who exchanges goods or services for money.

Virus:  a program that attaches itself to an executable file or vulnerable application and delivers a payload that ranges from annoying to extremely destructive.  A file virus executes when an infected file is accessed.  A macro virus infects the executable code embedded in Microsoft Office programs that allows user to generate macros.
Website:  a location on the World Wide Web, accessed by typing its address (URL) into a Web browser.  A Web site always includes a home page and may contain additional documents or pages.

Worm:  a program that makes copies of itself elsewhere in a computing system.  These copies may be created on the same computer or may be sent over networks to other computers.  The first use of the term described a program that copied itself benignly around a network, using otherwise-unused resources on networked machines to perform distributed computation.  Some worms are security threats, using networks to spread themselves against the wishes of the system owners and disrupting networks by overloading them.  A worm is similar to a virus in that it makes copies of itself, but different in that it need not attach to particular files or sectors at all.

Chapter 2
COALITION IT PROPERTY

IT201  Use of Coalition IT Property
Effective Date:  10/01/08
Revision Date:  08/24/12, 12/04/13, 04/08/15
Acceptable Use of Coalition Property

Use of the Coalition’s computers and electronic communications technologies is for program and business activities of the Coalition.  These resources shall be used in an honest, ethical, and legal manner that conforms to applicable license agreements, contracts, and policies regarding their intended use. 
The Coalition’s Information Systems are to be used predominately for Coalition related business.  However, limited personal use may be permitted so long as it conforms to this policy and does not interfere with business operations or an employee’s performance of duties.  

UNDER ALL CIRCUMSTANCES, PERSONAL USE BY EMPLOYEES MUST COMPLY WITH THE GUIDELINES PROVIDED IN THIS POLICY AND SHALL NOT CONFLICT WITH AN EMPLOYEE'S PERFORMANCE OF DUTIES AND RESPONSIBILITIES FOR THE COALITION.  Personal use may be denied when such use requires an inordinate amount of information systems resources (e.g. storage capacity, bandwidth, etc.).  All internet software downloads must be granted permission by the Office Manager.
Although incidental and occasional personal use of the Coalition’s communications systems are permitted, users automatically waive any rights to privacy.

Waiver Of Privacy 

The Coalition has the right, but not the duty, to monitor any and all aspects of its information system, including, but not limited to, monitoring employees use of the internet, reviewing material downloaded or uploaded by employees, and reviewing e-mail sent and received by employees.  Employees waive any right to privacy in anything they create, store, send, or receive on the Coalition’s information systems.

In addition, the information, ideas, concepts and knowledge described, documented or contained in the Coalition’s electronic systems are the intellectual property of the Coalition. The copying or use of the Coalition’s intellectual property for personal use or benefit during or after employment (or period of contract) with the Coalition is prohibited unless approved in advance by the C.E.O..

All hardware (laptops, computers, monitors, mice, keyboards, PDAs, printers, telephones, fax machines, etc.) issued by the Coalition is the property of the Coalition and should be treated as such. Users may not physically alter or attempt repairs on any hardware at any time. Users must report any problems with hardware to the Office Manager.

Use of Computer Workstations and Software

Computer workstations (PCs) are the property of the Coalition and not the personal property of the individual employee.  The following shall apply to PC and software use:
Virus Scanners 
The Coalition maintains current anti-virus controls on its computer systems.  This includes servers, laptops, and desktop computers.  The system will automatically download and distribute virus signature updates to the server, desktop computers, and laptops.  The anti-virus software is monitored by the Office Manager and the Coalition’s I.T. vendor.  File system scans of all systems are conducted automatically.  The Coalition’s antivirus software protects data, scanned documents, e-mails and attachments, and internet sites before use.  In addition, the Coalition utilizes antivirus programs that scan portable media devices such as flash drives, CD’s, and other storage devices before use.
Any computer used for remote access to the Coalition’s and/or OEL’s network/databases must have an ICSA (International Computer Security Association) approved antivirus software loaded and updated on a regular basis.  This includes any laptop or workstation used by an employee working from home. Employees are prohibited from accessing these networks or databases from home if their personal computing devices do not meet these anti-virus software requirements.

Users are prohibited from unloading, disabling, or altering the configuration of the anti-virus software. Users are not allowed to bypass the virus scanners when logging onto a PC.  

Users are also required to report any suspicious activity on their computers to the Office Manager.  This activity included, but is not limited to: cursor or mouse moving on its own, uncharacteristically slow performance, or a change in behavior of the system, etc.  If a virus is found, the user should immediately call the I.T. support staff so they can inform the user of what steps to follow.  If the user should have to leave a message on voice mail, turn the computer off and wait for their response.  Do not continue to use the PC if a virus has been found.

Download/Installation of Software
The installation of new software without the prior approval of Office Manager is prohibited. If an employee desires to install any new programs, permission should first be obtained from the Office Manager.  Software should not be downloaded from the internet, and should never download files from an unknown or suspicious source. This is a common mechanism for the introduction of computer viruses.  If internet-based software is needed, the Office Manager should be contacted to perform the download. 
Unauthorized Software 
No software other than authorized software is to be loaded onto the PC.  The Coalition does not condone the illegal duplication of software. The law protects the exclusive rights of the copyright holder and does not give users the right to copy software unless the manufacturer does not provide a backup copy.  Unauthorized duplication of software is a federal crime.

Copyrights and License Agreements
It is the Coalition's policy to comply with all laws regarding intellectual property.  The Coalition and its employees are legally bound to comply with the Federal Copyright Act (Title 17 of the U. S. Code) and all proprietary software license agreements.  Noncompliance can expose the Coalition and the responsible employee(s) to civil and/or criminal penalties.  This policy applies to all software that is owned by the Coalition or licensed to the Coalition.

Removal of Data Prior to Equipment Disposal
The Coalition (or its I.T. vendor) will ensure that removal of data, especially sensitive client or operational data, is removed prior to disposing of all technological devices.  This includes such items as servers, computer hard drives, laptops, digital copiers, and flash drives.  The Coalition will utilize a vendor who will run “file-shredding” software on all electronic media, including computer hard drives, prior to disposing of computer equipment. This software should perform low-level formatting or use a “wipe” utility.   The software must overwrite all areas of the computer’s hard drive in a manner that makes it impossible for subsequent users to retrieve any of the data on the hard drive.  When this is done, the vendor will provide documentation of the actual cleansing activity (and that it has been completed before disposal) with the next monthly billing invoice.
Chapter 3
SECURITY AND MANAGEMENT

IT301  Vendor Management
Effective Date:  10/01/08
Revision Date:  02/04/09, 02/03/10, 02/01/12, 04/03/13, 12/04/13, 04/08/15
Vendor Responsibilities
As the Coalition outsources IT services, the management of those services are to be regulated and reviewed on a constant basis.  The IT vendor is responsible for routine maintenance of systems, ensuring systems are adequately protected, ensuring systems are updated and backed-up daily, making recommendations, and assisting the Coalition when needed.  The IT vendor is also responsible for establishing new hire user accounts, resetting user accounts, and deleting user accounts when requested from the Coalition.  
At a minimum, the IT vendor must implement and maintain the Coalition’s network by monitoring and updating the following items:
1. Upgrade firmware on firewalls

2. Monitor firewall logs

3. Report unauthorized access attempts to proper authorities

4. Maintain network connectivity

5. Apply software patches and security hot fixes to all servers and PC’s

6. Test all software/hardware after installation of updates

7. Configure network access for PC’s
8. Maintain databases

9. Update antivirus/anti-malware software

10. Monitor antivirus threats

11. Manage spam filtering services

12. Manage secure off-site back-up of crucial files and databases

13. Set up network printers/scanners/copiers

14. Troubleshoot computer/network/printer related errors

15. Remove mal-ware from PC’s

16. Replace and/or upgrade equipment as needed

17. Move IT related equipment during workspace/office transfers

18. Configure software to interface with industry-specific databases

19. Design and plan upgrades to network and software packages

20. Implement new technologies to better office productivity

21. Provide secure remote access

22. Maintain business continuity/disaster recovery plans and test

23. Perform monthly back-up and recovery testing and provide evidence of this with each monthly billing invoice 

24. Ensure removal of data, especially sensitive client or operational data, prior to disposing of all technological devices, and provide evidence of this with the next montly billing invoice each time this is done.  This includes such items as servers, computer hard drives, laptops, digital copiers, and flash drives.  
Vendor Capabilities and Performance

When selecting a new vendor, or monitoring performance, the IT vendor must have the capability to perform technical assistance, remotely, with a response time of no more than four hours, to a request for assistance.  The IT vendor must also have the capabililty to password protect and block access as needed.

The IT vendor is required to conduct monthly monitoring of all Coalition IT systems and make necessary updates, install applicable releases, and make needed changes to the system.  Annually the IT vendor performs a needs assessment and makes recommendations to the Coalition.
Upon annual contract renewal, the Coalition reviews its satisfaction with the vendor’s perfomance and activities as it pertains to the vendor’s service level agreement.  Also at the time of contract renewal, the vendor must submit a letter listing all staff that would be assigned to the Coalition’s contract (who will have contact with the Coalition’s IT equipment/systems) certifying that each employee has passed a Level 1 Background Screening (Per Florida Statute 435.03) with the date of clearance.  A copy of the provisions of F.S. 435.03 will be provided to the IT vendor.
IT302  User Management
Effective Date:  10/01/08
Revision Date:  02/04/09, 04/08/15
New Employees
Upon hire, all employees are given the Coalition’s current IT policy for receipt and review.  The employee documents understanding of the policy and their responsibility to secure Coalition IT assets by signing an IT Systems and Security Policies and Procedures Receipt and Acknowledgement Form.  In addition, those employees who, as part of their job duties, will have access to the states’s Enhanced Field System (EFS), the Statewide Reporting System (SRS), and/or the Simplified Point of Entry/Unified Waiting List (SPE/UWL) will review and sign the “Data Security Agreement” (data access and security form) prior to obtaining access and training, and annually thereafter.  For auditing purposes, the Coalition maintains documentation of the actual antivirus/data security training materials and staff completion of the trainings.
Florida Computer Crimes Act
As the Coalition, through multiple funding sources, has access to sensitive computerized data, all employees are required to understand and comply with the Florida Computer Crimes Act, Chapter 815, Florida Statutes.  The minimum security requirements are: passwords are not to be disclosed and information is not to be obtained for the individual or another person’s personal use.  Security violations

may result in disciplinary action.

Confidentiality
All information about individuals, clients or community members served by the Coalition is confidential. No information may be shared with any person outside the Coalition without the prior written approval of the individual, family, or the Coalition.  See Coalition Confidentiality Policy #OP201.
IT303  Access and Security
Effective Date:  10/01/08
Revision Date:   02/04/09, 02/03/10, 02/02/11, 02/01/12, 08/24/12
Access Controls
The confidentiality and integrity of data stored on agency computer systems must be protected by access controls (both on-site and remotely) to ensure that only authorized employees have access.  This access shall be restricted to only those capabilities that are appropriate to each employee’s job duties. 
Employees assume all responsibility for their access to the Coalition’s Information Systems.  Passwords or access codes must not be shared with others.  Any individual password to access the Information Systems belongs to the Coalition and information regarding usage of the Coalition’s Information Systems is accessible at all times by management for any business purpose.  Unauthorized access to Information Systems is prohibited. No one should use the ID or password of another; nor should anyone provide his or her ID or password to another, except in cases necessary to facilitate computer maintenance and repairs and then only to authorized Coalition Information Technology staff, management, or contracted vendor of I.T. services.  When any user terminates his or her relationship with the Coalition, passwords are changed immediately and his or her access and use of the Coalition’s Information Systems is prohibited.
Physical Security and Access

The Coalition’s server is provided by the Coalition’s IT vendor and is housed in a secured datacenter.  The datacenter has an emergency lighting device within reach, or an emergency lighting system.  In addition, the datacenter has a gas based fire extinguishing system.

All critical computer equipment is stored in secure locations and access is restricted to only those individuals who require such access for the performance of their job responsibilities.

Access to network and Windows servers is privileged to the Coalition’s I.T. staff and/or I.T. vendor who require this level of access based on their function and training levels.

Password Security

No passwords will be allowed that block entry to the PC or to specific applications or files without prior approval from the employee's Supervisor.  Users are responsible for safeguarding their login passwords.  Passwords may not be shared, printed, or stored online. Users should not leave their computers unattended without logging off.  If a user suspects that the secrecy of their password has been compromised they should report this to the Office Manager immediately and initiate a password change request.

Passwords must contain at least eight (8) characters and be complex. They should not be a dictionary word, your son or daughters name, etc.  Passwords should be made up of a combination of the following: letters, numbers, and special characters.    

The Coalition passwords are changed every 60 days.  Unique passwords are required at each change. The IT vendor ensures that password updates are set up to be generated on demand every 60 days, and that the new password meets the password criteria.
After five attempts to access a system with incorrect passwords, that system will be subjected to a lockout time of 10 minutes.  This lock feature is set to mitigate brute-force based attacks.

Database Security

Database Access is granted to users via the application level only.  Changes at the database level are permitted by the database administrator only.  Application controls are used to ensure proper access to information within applications based on the responsibility of the staff member.  Log files are maintained for changes to all databases.

Mobile Computing Devices are strictly controlled by the Early Learning Coalition.  Such devices are limited in use and are only serving in the capacity of an access agent to the primary network.  In the event of the loss or theft of a laptop, no information would be present on the device.  In addition, the Coalition utilizes media storage devices that are password protected and scanned for viruses before each use.

Remote Access is provided to all Coalition staff.  Encryption is used on both the data sent from and to their workstation.  Log records are maintained on all workstations and firewall logs are monitored for unusual activity.
Access to the Coalition’s Internal Network is restricted by a hardware firewall.  The firewall performs multiple network and security functions such as antivirus, antispyware, firewall, intrusion prevention, and device and application control for complete workstation protection.  The network is further protected from spam and viruses by a third party filtering system.  In addition, the Coalition is protected against e-mail information loss and business disruption during planned or unplanned outages by access to a web-based e-mail console.  During an outage, all inbound and outbound e-mail continues to be filtered to protect the Coalition from threats.
Security and Problem Management

The Coalition’s IT vendor records all reports of problems, security incidents, and Coalition requests for services, to ensure that these events are responded to and/or resolved within the required four hour response time.  In addition, the IT vendor must have the capability to install/perform an automated e-mail alert system, with the firewall, to report any unauthorized or malicious activity.

IT304  Change Management
Effective Date:  10/01/08
Revision Date:  02/04/09
Employee Changes
When an employee is hired, terminated, or changes job descriptions/roles, the access settings to the Coalition’s IT system must be modified.  The procedure for these changes are as follows:
1. The Coalition Office Manager initiates the change request (new account, modified access, or terminated account), by e-mail to the IT vendor.

2. The IT vendor makes the modification on the Coalition IT system.

3. The IT vendor then e-mails the Office Manager verification of request completion.  The verification e-mail is then filed with the Office Manager’s IT files, secured in a filing cabinet.

Periodic user system access level review is performed by the C.E.O., or designee, with the assistance of the IT vendor.   In addition, the IT vendor performs access reviews monthly, either on-site or remotely.  Any needed changes such as access levels or access blockage are made immediately.
Termination of Employment

Should an employee resign or be terminated, all files on the PC become the property of the Coalition.  Copying of such files for personal use is prohibited.  In addition, the employee’s user accounts are removed or inactivated from EFS/Statewide Reporting System (SRS), and/or the Coalition network immediately.
Chapter 4
BACK-UP SYSTEMS

IT401  Back-Up Systems and Storage
Effective Date:  10/01/08
Revision Date:  02/03/10, 04/08/15
Battery Back-up
The Coalition utilizes emergency battery back-up devices to ensure productivity during times of possible electronic interference. 

Offsite Back-Up and Storage
The Coalition maintains back-up copies of the records through the use of a network server data back-up service, provided by the IT vendor, from an off-site location.  The back-up files must be encrypted and the off-site storage must have a security level of at least a “Tier 4” secure data location.   The vendor is required to sign the Coalition’s confidentiality agreement (policy #OP201) before services are provided, and the back-ups are performed daily.  Access to back-up files shall be limited to those employees that it is appropriate.  Multiple copies of back-up files are recommended so as to not overwrite the most recent back-up.  For auditing purposes, the IT vendor will provide evidence of the back-up activities with each monthly billing invoice.
E-mail communications are kept in-house (exchange server) and is included with the off-site back-up and storage system/process.

The Coalition’s IT vendor is required to perform regularly scheduled tests of its capability to restore data files from back-up storage.  At a minimum, these tests must be done monthly.  In addition, the IT vendor will provide evidence of the recovery testing with additional documentation submitted with each monthly invoice.
Chapter 5
REVIEWS

IT501  Systems and Policies Review
Effective Date:  10/01/08
Revision Date:  02/04/09, 06/26/14
Annual Review

Annually the Coalition’s C.E.O. reviews the IT vendor’s needs assessment and recommendations, has staff review the IT policy, and approves necessary updates to both the IT system and IT policies and procedures.

As the Coalition’s Board approves any policy changes, all employees are provided the most current version on the ELC share drive.  Once the revisions are processed, the Grants and Operations Manager sends an e-mail alert to all employees that the updated policies are available on the ELC share drive.  Employees are aware of this process, as outlined in the IT Systems and Security Policies and Procedures Receipt and Acknowledgement Form.
System Updates and Maintenance

The Coalition performs system updates and maintenance through the Coalition’s IT vendor.  Scheduled updates and maintenance are performed monthly, and on an “as needed” basis.  
All update and maintenance records are kept by the IT vendor and are available upon request.
Chapter 6
On-line Services and E-mails

IT601  Use of On-line Services and E-mails
Effective Date:  10/01/08
Revision Date:  02/04/09, 02/02/11, 08/24/12
Use of On-line Services (Internet, World Wide Web, AOL, etc)

On-line Services’ sites can and do monitor access and usage and can in some cases, identify individuals accessing their services.  Thus, Coalition employees should be mindful that accessing a particular bulletin board or Web site leaves company-identifiable electronic “tracks”, even if the employee merely reviews or downloads the material and does not post any message.   
Employees should also be aware that the Coalition reserves the right to routinely monitor without prior notice, on-line services access and usage to ensure that the system is being used for Coalition purposes according to this policy and to ensure that the Coalition’s policies prohibiting harassment and inappropriate behavior are being followed. Therefore, employees should access sites that are necessary for Coalition business.  Inappropriate use may subject an employee to disciplinary action up to and including termination of employment.   
Use of Electronic Mail and On-line Services
The e-mail and internet system is intended to be used to promote the effective performance of the Coalition’s business.  While it may be acceptable to send or receive personal messages of a limited number and frequency, personal use of the e-mail system must be kept within the bounds of efficiency and good judgment and under no circumstances should interfere with an employee’s performance of job duties or violate Coalition policies regarding appropriate workplace behavior. 

Employees should exercise care in the use of e-mail and in the handling of e-mail attachments.  If an e-mail is from someone you do not know, or if you were not expecting an attachment, do not open it and do not forward it.  Delete it.  These type e-mails are known as spam, chain, or other junk e-mail. The user should contact the Office Manager for assistance if there are questions as to the validity of the message and attachment.

Confidentiality

All newly-hired employees must read the Coalition’s Confidentiality policy (#OP201) and procedures and sign the Coalition’s Employee Confidentiality Agreement form during orientation.  All e-mail/internet records are considered Coalition records and should be transmitted only to individuals who have a business need to receive them.  This applies to both company proprietary information or confidential material protected by the attorney-client privilege.  
In some cases, sensitive information should not be sent via e-mail such as social security numbers, non-abbreviated names of clients and/or children, information that could be considered personal in nature (such as medical or financial information), etc.  This type of information should be transmitted through a more secure source, such as the OEL “VPN Portal SharePoint” website, or other forms of communication.
Public Disclosure
Additionally (as Coalition records) e-mail/internet records are subject to disclosure to law enforcement or government officials or to other third parties through subpoena or other process.   Consequently, employees should always ensure that the business information contained in e-mail or internet messages is accurate, appropriate and lawful.  E-mail/internet messages by employees may not necessarily reflect the view of the Coalition, its officers, directors or management.  Abuse of the e-mail/internet systems through unacceptable personal use, or use in violation of law or Coalition policies, may result in disciplinary action, up to and including termination of employment.

The Coalition reserves the right to disclose employee e-mail messages or internet records to law enforcement or government officials or to other third parties, without notification to or permission from the employees sending or receiving the messages.  As a condition of initial and continued employment, all employees consent to Coalition review and disclosure of e-mail messages and internet records.  In addition, e-mail messages for which the computer system has a record will be stored and retained in accordance with the Coalition’s records management/retention policy.

Appropriate Use 

Employees should be mindful that when they browse the internet, post information on websites, or send e-mail containing the Coalition’s domain address, they are representing the Coalition—not merely themselves—in a public medium.  Under no circumstances should an employee’s use of the internet compromise the legitimate business interests of the Coalition or give rise to illegality. 

Foul, offensive, defamatory, pornographic or other inappropriate communication is strictly prohibited.  Further, the Coalition prohibits website posting or e-mail messages containing offensive material, remarks based on sex, race, ethnicity, national origin, disability, marital status, age, off-color remarks or jokes, or disparaging statements about any employee, supervisor, board member, community partner, or person associated with the Coalition in any way.  Employees may not use the internet to access, view or download inappropriate materials, including but not limited to harassing or offensive materials, or materials that disparage or demean persons on the above-described bases.  Employees who send out abrasive, harassing, or discriminatory e-mail messages or who visit inappropriate sites are subject to disciplinary action, up to and including termination of employment.

IT602  Cyber Communication and Social Media Use by Employees

Effective Date:  04/08/15

Revision Date:  
Overview

The same principles and guidelines that apply to your activities as an employee in general, as found throughout this manual and in your job description, apply to your activities online.  This includes forms of online publishing and discussion, including blogs, wikis, file-sharing, user-generated video and audio, virtual worlds and social networks.

The Coalition trusts and expects employees to exercise personal responsibility whenever they participate in social media.  This includes not violating the trust of those with who we are engaging.  

The Coalition expects all employees utilizing social media will recognize and follow the guidelines included within this policy.  Failure to do so could result in disciplinary action, up to and including termination.

Policy Expectations
· Always consider the power of your comments and contemplate the impact of your post on your reputation and that of the Coalition before you publish it.
· Respect all confidential and proprietary information that you possess as a result of your relationship/employment with the Coalition.  Secure written permission to publish or report on conversations that are meant to be private or internal to the Coalition.  Examples of confidential information include, but are not limited to participant information*, confidential academic information*, proprietary data, internal policies and memorandums, and all proposed and executed organizational strategies.  
Note: *Please refer to the Coalition’s confidentiality policy #OP201 for further instructions regarding publication of participant information and/or photographs and media release forms. 
· When disagreeing with others’ opinions, be appropriate and professional in doing so when posting such disagreements on social media sites.
· When posting about your work at the Coalition, use your real name, identify that you work for the Coalition and the position you hold.  Be aware of your association with the Coalition in online social networks.  If you identify yourself as an employee of the Coalition, ensure your profile and related content is consistent with how you wish to present yourself with colleagues and participants.
· Respect your audience: Don’t use slurs, personal insults, obscenity, or engage in any conduct that would not be acceptable in the Coalition workplace.  You should also show proper consideration for others’ privacy, and show proper judgment regarding topics that may be considered objectionable or inflammatory.
· Vulgar, obscene, threatening, intimidating, harassing, or discriminatory behaviors on social media sites may result in an employee’s immediate termination.

     Chapter 7
MISUSE OF COALITION IT SYSTEMS

IT701  Misuse of Computers and IT Systems
Effective Date:  10/01/08
Revision Date: 
Misuse Use of Computers and Electronic Information Systems
Misuse of Coalition electronic information systems is prohibited.  Although most users strive for acceptable and responsible use of the systems and resources, inexperienced users may unwittingly engage in behaviors that violate the principles and guidelines of responsible and acceptable use.  To that end, this section outlines some of the more common forms of violations that occur.  These examples should not be interpreted as an exhaustive list of violations. Questions regarding the appropriateness of specific behaviors should be directed to the personnel staff.  

Misuse or violations include but are not limited to the following: 

1.
Viewing, listening, or engaging in any communication that is objectionable, discriminatory, defamatory, pornographic, obscene, racist, and sexist or that evidences religious bias, or is otherwise of a derogatory nature toward any specific person, or toward any race, nationality, gender, marital status, sexual orientation, religion, disability, physical characteristic, or age group.

2.
Browsing, downloading, forwarding and/or printing pornographic, profane, discriminatory, threatening or otherwise offensive material from any source including, but not limited to, the Internet.

3.
Engaging in any communication that is in violation of federal, state or local laws, or using information systems for any illegal or unauthorized purpose.

4. 
Using electronic communications to harass or threaten other employees in such a way as to create an atmosphere, which unreasonably interferes with their work environment.  Similarly, using electronic communications to harass or threaten other information recipients in addition to Coalition users. 

5.
Promoting religious beliefs or tenets.

6.
Campaigning for or against any candidate for political office or any ballot proposal or issue.

7.

Sending, forwarding, redistributing or replying to “chain letters” or sending chain letters or unauthorized mass mailings or transmitting a crippling number of files across a network.
8.
Using unauthorized passwords to gain access to another user’s information or communications on the Coalition’s systems or elsewhere.

9.
Advertising, solicitation or other commercial, non-programmatic use.

10.
Attempting to modify or remove computer equipment, software, or peripherals without proper authorization.

11.
Violating any software license or copyright, including copying or redistributing copyrighted software, without the written authorization of the software owner.

12.
Knowingly introducing a computer virus into the communications systems or otherwise knowingly causing damage to the systems, such as launching a computer worm, computer virus or other rogue program.
13.
Using the systems in a personal manner that interferes with normal business functions in any way, including but not limited to excessive recreational or non-business use, streaming audio from the Internet during business hours, stock tickers, internet gaming, installing unauthorized software, etc.

14.
Excessive personal use of technologies that preempts any business activity or interferes with the Coalitional productivity.

15.
Sending abusive, harassing, obscene, hoax or forged messages, including messages sent under someone else's username. 

16.
Sending email messages under an assumed name or obscuring the origin of an email message sent or received.

17.
Gambling or engaging in any activity or action through the use of electronic information systems that violates Coalition policies and regulations, or federal, state, or local laws. 

18.
Engaging in any activity that is in violation of the Coalition’s Code of Ethics and/or policies and procedures, including this policy.

Disciplinary Action for Violations

The Coalition requires all users (employees, consultants, and outsourced vendors conducting business on behalf of the Coalition) to adhere to this all Information Technology Systems and Security Policies and Procedures. Violations of this policy will result in disciplinary action, up to and including termination of employment or cancellation of contracts.

Reporting of Suspected Violations

Suspected violations of these policies should be immediately and confidentially reported to the C.E.O.. If the employee does not prefer to discuss it with the C.E.O., the employee may contact any member of the Executive/Administrative Committee.

The Coalition reserves the right to install programs that monitor employee use of the Internet and electronic communications systems, and to act on any violations of these policies found through use of such programs. The Coalition further reserves the right to examine any and all electronic communications sent or received by employees via the Coalition’s electronic communications systems. 
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